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Symmetric cryptography standards
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(standardized officially in 2001)

crypto algorithm %/

| These standards are secure in black-box model |
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Symmetric cryptography standards

AES

Advanced Encryption Standard
(standardized officially in 2001)

| These standards are secure in black-box model

~¥this presentation




Correlation Power Analysis (CPA) attacks
on Ascon-AEAD
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Motivation

CPA attack on Ascon-AEAD
ISD17] IRADKAZ20]

First and successtul Failed with 40,000 traces

( (then proposed a successful deep-learning attack)

no explicit explanation

I Why? Is the number of traces really the reason? |
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Correlation Power Analysis (CPA) attacks
on Ascon-AEAD
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Initialization vector
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Plaintext / Ciphertext
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Focus of attack
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Focus of attack
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Round computation
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Round computation
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Round computation
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Round computation

On 320-bit state = 5 x 64-bit words
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Round computation

On 320-bit state = 5 x 64-bit words
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State change in first round

E P Cy P Ciyq P Cy T

Aq
N I Y o — — I — A
EES AN ARG RR e SN G

pa E Pb | pb E Pb Pb E pa

- : ¢ .. C D : ¢ - .. ¢, ¢ :,?, -
1 K|[0* K

IV||K|N 0%|K: 0

Initialization Associated Data Plaintext Finalization

Viet-Sang Nguyen PhD defense Physical Attacks against Symmetric Cryptography Standards 23



State change in first round
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State change in first round
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CPA attack on Ascon-AEAD
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CPA attack on Ascon-AEAD

Selection function: v = f(nonce, key)
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CPA attack on Ascon-AEAD
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CPA attack on Ascon-AEAD

key guesses
key key: keys

NONCe1

once Selection function: v = f(nonce, ey)

Nnonces

Leakage model:  h = HW(v)

NonNncey

Viet-Sang Nguyen PhD defense Physical Attacks against Symmetric Cryptography Standards 24



CPA attack on Ascon-AEAD

key guesses

key key: keys

nonce hi

ronces hy, Selection function: v = f(nonce, ey)

nonces  hj;

Leakage model:  h = HW(v)

nonceu h41
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CPA attack on Ascon-AEAD

key guesses

key key: keys

NONCe1 hll h12 h13

ronces hy, h, n, Selection function: v = f(nonce, ey)
nonces  hj; hs hs,

nonces  h h h
41 42 43

Leakage model:  h = HW(v)
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CPA attack on Ascon-AEAD

key guesses

ey keys keys
R
noncer | Ay hi, his . .

Selection function: v = f(nonce, key)
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CPA attack on Ascon-AEAD

key guesses
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CPA attack on Ascon-AEAD
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CPA attack on Ascon-AEAD

key guesses

ey key: keys

one of the core factors
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Different approaches for selection function
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Different approaches for selection function

[RADKAZ20] Failed with 40,000 traces K

x ® Sbox output bit————— 1
* HW of Sbox output —————m 1 ____ _ T

& Sbox computation

[SD17] Successful

® Linear layer outputit

(with the computation fine-tuned)

Linear diffusion

Ii:“"f,s ~== \What are the differences? |
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Contribution 1: in-depth analysis of selection functions
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W Sbox output as attack point
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W Sbox output as attack point
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W Sbox output as attack point

Correlation traces for all key candidates
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W Sbox output as attack point

Correlations of distributions associated to all key pairs
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W Sbox output as attack point

Correlations of distributions associated to all key pairs
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W Sbox output as attack point

Correlations of distributions associated to all key pairs
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W Sbox output as attack point

Correlations of distributions associated to all key pairs

(Ko, k1) | (0,0) (0,1) (1,0) (1,1)
(0,0) | 1 1 - .
(0,1) | 1 1 - i
(1,0) | - - 1 1
(1,1) | - - 1 1
W
(k5,k1) | (0,0) (0,1) (1,0) (1,1)
0,00 | 1 1 1 1
0,1) | 1 1 1 1
(1,0) | 1 1 1 1
(1,1) | 1 1 1 1

Viet-Sang Nguyen

PhD defense

k), k1) | (0,0) (0,1) (1,0) (1,1)
(0,0) 1 - - 1
(0,1) - 1 1 _
(1,0) - 1 1 -
(1,1) 1 - - 1
0
K 1
0 _
1 1
V1

y, seems good, but we'll see later
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W Sbox output as attack point

Correlations of distributions associated to all key pairs

(kga k{) (070) (0?1) (170) (1a1) K,
00) | 1.00 "
1.00

) -5 150 9 ;I d
0) 1.00 I } 1%”’ >=
1) I I

I I

1.00

HW of Sbox output—

(registers store columns, not the intended design)

=S
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W Sbox output as attack point

Correlations of distributions associated to all key pairs

(k3,k}) | (0,0) (0,1) (1,0) (1,1) ky
(0,0) | 1.00 0.15 0.89 0.87 n
: 0.15 1.00 0.48 0.09

1 -6 -e .
(0,1) I 1>é+§>] ; ' I
(1,0) 0.80 048 1.00 0.90 I } 1*é+§>«¥ A I
(1,1) I I

I I

0.87 0.09 0.90 1.00

)

HW of Sbox output—

(registers store columns, not the intended design)

=S
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W Sbox output as attack point

Correlations of distributions associated to all key pairs

(k3,k}) | (0,0) (0,1) (1,0) (1,1) ky
(0,0) | 1.00 0.15 0.89 0.87 n
: 0.15 1.00 0.48 0.09

1 -6 -e .
(0,1) I 1>é+§>] ; ' I
(1,0) | 0.89 048 1.00 0.90 : T 1w :
(1,1) i |

I I

0.87 0.09 090 1.00

)

HW of Sbox output—

(registers store columns, not the intended design)

=S
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W Sbox output as attack point

Correlations of distributions associated to all key pairs

(k3,k}) | (0,0) (0,1) (1,0) (1,1) ky
(0,0) | 1.00 0.15 0.89 0.87 n
0.15 1.00 0.48 0.09

) -5 1-8egy A ->—
L.

) | 0.89 048 1.00 0.90 I 1 1w I

) | |

I I

0.87 0.09 090 1.00

HW of Sbox output—

(registers store columns, not the intended design)

=S

| X Not effective for CPA attacks { Y
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W Linear layer output as attack point

L. Sbox computation

Linear diffusion
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W Linear layer output as attack point

L. Sbox computation

Linear diffusion

target bit ——— 2z,
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W Linear layer output as attack point

L. Sbox computation

Linear diffusion

target bit ——— 2z,

P 19 428 .
=Y, DY, DY, 2
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W Linear layer output as attack point

Y =kn ®@1)®n @ kk &KV &k &IV ..

L. Sbox computation

Linear diffusion

target bit ——— 2z,

P 19 428 .
=Y, DY, DY, 2
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W Linear layer output as attack point

Y, =Knl & 1) & n TRkt

L. Sbox computation

Linear diffusion

target bit ——— 2z,

P 19 428 .
=Y, DY, DY, 2

Viet-Sang Nguyen PhD defense Physical Attacks against Symmetric Cryptography Standards 31



W Linear layer output as attack point

Y, =Knl & 1) & n TRkt

[SD17]: constant part contributes a constant amount ™\
to power consumption

I
K,

L. Sbox computation

o= kn @) ®n

Linear diffusion

target bit ——— 2z,

P 19 428 .
=Y, DY, DY, 2
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W Linear layer output as attack point

Y, =Knl & 1) & n TRkt

[SD17]: constant part contributes a constant amount ™\

to power consumption

5 = kil & 1) & n]

L. Sbox computation

k2 Y2

L Y3

(g, 1)

(0,0)

Linear diffusion

(0,1) | ‘
1,0) target bit ~———— z

(1,

0
0
0
1
1

r—tOOr—t|r—t

o d=exent

Correlation 0 2
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W Linear layer output as attack point

Y, =Knl & 1) & n TRk

[SD17]: constant part contributes a constant amount

to power consumption

L. Sbox computation

5 = kil & 1) & n]

Linear diffusion

Viet-Sang Nguyen PhD defense Physical Attacks against Symmetric Cryptography Standards 32



W Linear layer output as attack point

Y, =Knl & 1) & n TRk

[SD17]: constant part contributes a constant amount

to power consumption

L. Sbox computation

~] — IJ(n) J

Yo =Ky © 1) © ng
Similarly: Y0
%“9 _ kg+19(n{+19 &)@ n(])-+19 o

5}]0+28 _ k(])+28(n{+28 D 1) D n(])+28 Vs

Linear diffusion
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W Linear layer output as attack point

yo=k(mn & 1) & n &7 v
k
[SD17]: constant part contributes a constant amount ’]21
to power consumption ”(1)
5;]() _ k(J)(n{ D1 P n(]) L. Sbox computation

Similarly: §0
1
5}]O+19 _ k(])+19(7l{+19 D 1) D né+19 ijz
o o o N 3
5}]0+28 _ k6+28(n{+28 D 1) D n(])+28 Vs

Linear diffusion

Linear computation:

i _ target bit  ~——————=>p 7
Z]O =Y“6@y]0+19€|9%+28 9 0
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W Linear layer output as attack point

yo=k(mn & 1) & n &7 v
k
[SD17]: constant part contributes a constant amount ’]21
to power consumption ”(1)
5;]() _ k(J)(n{ D1 P n(]) 4. Sbox computation
Similarly: §0
|
~i+19 _ 7j+19, j+19 j+19
yo — ko (nl @ 1)69”0 iz
5}](.)+28 _ ké+28(n{+28 @ 1) @ n(])+28 Y
. . Linear diffusion
Linear computation:
S i o 19 o <428 target bit ——— 2z,
)=V DYy DY Zy
. L . )
= — () J
<4

D k(])'+19(n{+19 D 1) D n(])'+19

D kg+28(n{+28 D 1) D né+28
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W Linear layer output as attack point

L. Sbox computation

Linear diffusion

Linear computation:

i i target bit ~———— z
Z]() =)7“6@y]0+19@}7‘6+28 9 Z(1)

Z{) = ké(n{ b 1) D né 23
+19, j+19 +19
D k(J) ™1 n(f)

D k(])'+28(n{+28 D 1) D né+28
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W Linear layer output as attack point

Correlations of distributions associated to all key pairs

— — \Y;
(kg k' kg) 1 (0,0,0) (0,0,1) (0,1,0) (0,1,1) (1,0,0) (1,0,1) (1,1,0) (1,1,1) ko
(0,0,0) 1 - - - - - - - ki
(0,0,1) - N - - : : L
(0,1,0) - - 1 - - - - - ny
(0,1,1) ) L ) ) - 4 Sbox computation
(130»0) - - - - 1 - -
(1,0,1) - - - - - 1 - Yo ] ]
(171)0) - - - 1 Y1
(1,1,1) - - = - - i, - 1 Y2
Y3
Y4

Linear diffusion

Linear computation:

i _ target bit  ~——————=>p 7
Z]O :y{)@y{iw@y{rzg 9 0

<]
5 — L B 1)@ 2
<4

D k(])'+19(n{+19 D 1) D n(])'+19
D k(])'+28(n{+28 D 1) D né+28
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W Linear layer output as attack point

Correlations of distributions associated to all key pairs

(kg k' kg) 1 (0,0,0) (0,0,1) (0,1,0) (0,1,1) (1,0,0) (1,0,1) (1,1,0) (1,1,1) ko
(0,0,0) 1 - - - - - - - ki
(0,0,1) - 1 - - - - - - o
(091?0) - - 1 - - - - - nl

L. Sbox computation

1,1,1) - = - - - i i} 1 Y2
| Good for CPA attacks | .

Linear computation:

Linear diffusion

i i target bit ~———— z
Z]() =}7°6@y]0+19@}7‘6+28 9 Z(1)

=k @1)@n 23
+19, j+19 +19

D k(J) ™1 n(f)
428, j+28 +28

DL (n"TD 1) Dn)
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W Linear

— o a7 P N R S

Viet-Sang Nguyen

@ S 9

layer output a

Key candidate: (0,0,0)

§ 0.15-

]

£ 0.10-

Q

o

L

S 0.05 - !ﬁll ”M" H

Q

"

e

< 0.00 -
\) \) T T
0 200 400 600

Sample

Key candidate: (0,1,0)

S 0.15 -

o

¥ 0.10-

Q

o

i

5 0.05 -

L | e i
e

< 0.00 -

0 200 400 600
sample
Key candidate: (1,0,0)

§ 0.15 1

=

£ 0104

]

3

S 0.05 1

8

0

< 0.00 -

0 200 400 600

Sample

Key candidate: (1,1,0)

0.15 1

0.10 -

0.05 4

Absolute correlation

0.00 +

TTTTIRRe T v W

PhD defense

L L

0 200 400 600
Sample

Physical Attacks against Symmetric Cryptography Standards

Absolute correlation Absolute correlation Absolute correlation

Absolute correlation

s attack point

Key candidate: (0,0,1)

0.15 -
0.10 -
0.05 -
0.00 -
0 200 400 600
Sample
Key candidate: (0,1,1)
0.15 -
0.10 -
0.05 - | lII ‘
0.00 1 ° ' : :
0 200 400 600
sample
Key candidate: (1,0,1)
0.15 -
0.10 -
0.05 A ‘ ‘ I
0.00 4 : : :
0 200 400 600
Sample
Key candidate: (1,1,1)
0.15 -
0.10 -
0.05 - F II M I
0.00 -

0 200 400 600
Sample

S ,
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W Linear layer output as attack point

< \@ = 7 3 < @ S~ 7 —— e P — - " ~ oy e e e - - o ~ S P . or .
OGS N S oLss e P = - » = o = RO AN TINS < P = s 5 -

Key candidate: (0,0,0) Key candidate: (0,0,1)
§ 0.15- § 0.15 -
i 2
£ 0.101 £ 0.10 - \'
o <) 4 E
o o —
a4 [}
S 0.05 1 5 0.05 -
Q (<]
< 0.00 - < 0.00 -
0 200 400 600 0 200 400 600
Sample Sample
Key candidate: (0,1,0) Key candidate: (0,1,1)
S 0.15- S 0154
= ®
£ 0.10- £ 0.10 -
(=] (=]
v L)
b i) (3]
S 0.05 1 5 0.05 -
| bt i | 2 MIMW*‘»MM
< 0.00 1 <0001’ . '
0 200 400 600 0 200 400 600
sample sample
Key candidate: (1,0,0) Key candidate: (1,0,1)
5 0.15 4 g 0.15 A
= s
£ 0.10- £ 0.10-
o o
o ()
Ly @
S 0.05 - = 0.05 -
a 2
fa L
< 0.004 < 0.00 - ' : '
0 200 400 600 0 200 400 600
Sample Sample
Key candidate: (1,1,0) Key candidate: (1,1,1)
§ 0.151 § 0.15 -
E: s
£ 010/ £ 0.10 -
o (=]
v L&
U @
5 0.05 4 5 0.05 4
o o
Lo b | £ | e
< 0.00 - T 0.00 ~
0 200 400 600 0 200 300 600
Sample Sample
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Map of selection functions

L. Sbox computation

Linear diffusion
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Map of selection functions

e
N

direct ki
N\ Sbox computation £

L. Sbox computation

Linear diffusion
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Map of selection functions

. \
)

direct ki
N\ Sbox computation £

Sbox computation

L. Sbox computation

linear layer

Linear diffusion
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Map of selection functions

., : direct ki
Sbox computation } ™\ Sbox computation M

4, Sbox computation

linear layer

} Is y/ also good for selection function? §

Linear diffusion

s linear layer important?
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& % as attack point ?

Y, =Knl & 1) & n TRk

[SD17]: constant part contributes a constant amount™_

to power consumption

L. Sbox computation
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& % as attack point ?

Y, =Knl & 1) & n TRk

[SD17]: constant part contributes a constant amount™_

to power consumption

L. Sbox computation

5 = kil & 1) & n]

Evaluate the equation:

n if k) = 0,

y=knl®hen =< " |
oo Vo menel ifk=1.
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) i’o as attack point ?

) =Kn &1) & n BTk

[SD17]: constant part contributes a constant amount™_

to power consumption

L. Sbox computation

¥ =K @) @ n

Evaluate the equation:

), ifki =0, — Correlated with activity of n,

Vo=kn ®1)dn = . . .
0~ "oV 0 ny@®n| @1 ifkl=1. — Correlated with activity of ny @ n,
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) % as attack point ?

L. Sbox computation

Evaluate the equation:

nl ifki =0, — Correlated with activity of n,

Vo=kn ®1)dn = . . .
0~ "oV 0 ny@®n| @1 ifkl=1. — Correlated with activity of ny @ n,
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& i’o as attack point ?

.| ~j
0.5 Yo
c04-
3]
®
£03-
(@]
v
9
302
4
L0
<
0.1
0.0 -
0 100 200 300 400 500 600
Sample
(a) k =0

Evaluate the equation:

5= ki & 1) @ ) =

Viet-Sang Nguyen

vV
04 — % Ko
ky
-g 0.3 Ny
g g

g 02 .

: 4 SPOox computation

2 0.1 | — —
VA Yo
0.0 N1
700 0 100 200 BOSOam;:llgo 500 60C 700 y2
| Y3
(b) kg =1 V4

), ifki =0, — Correlated with activity of n,

n@dn @1 ifkl=1.

PhD defense

— Correlated with activity of n, @ n,

Physical Attacks against Symmetric Cryptography Standards
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& i’o as attack point ?

© o o o
N w = w
-

Absolute correlation

&
[

=
o

—_)
0.4 Yo k()

4, Sbox computation

Absolute correlation
o
N

oo

0 100 200 300 400 500 600
Sample

(a) k) =0

Evaluate the equation:

5= ki & 1) @ ) =

Viet-Sang Nguyen

700 0 100 200 300 400 500 600 700 Vs

Sameple

(b) kj =1 V4

), ifki =0, — Correlated with activity of n,

né o n{ @1 if ké = 1. = Correlated with activity of n, @ n,
X Not effective for CPA attacks
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! Contrlbutlon 2 extension of se\ectlon functlon to mu\tl\e b|ts _
T Nguyen, Grosso, Cayrel - SECRYPT 2025




Observation

IV
ko
ky
Lo
h
Zj — i .
0 & SOox computation
hypothetical §(1)

power consumption
(modeled on 1 bit)

Linear diffusion
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Observation

IV
ko
ki
ny
m
5 |
‘o T & SOOX computation
hypothetical Vi !

power consumption N7
. N3
(modeled on 1 bit)

Linear diffusion
actual power consumption depends %
on entire m-bit machine word 2
%)
<3
<4
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Observation

[BCOO04]: partial correlation when
considering d out of m bits

| d
Pa= Pm\| —
m

~
<0

\4

hypothetical

power consumption
(modeled on 1 bit)

actual power consumption depends
on entire m-bit machine word

Viet-Sang Nguyen PhD defense

L. Sbox computation

Linear diffusion
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Observation

[BCOO04]: partial correlation when
considering d out of m bits

| d
Pa= Pm\| —
m

~
<0

\4

hypothetical

power consumption
d=1 & (modeledon 1 bit)

actual power consumption depends
on entire m-bit machine word

Viet-Sang Nguyen PhD defense

L. Sbox computation

Linear diffusion
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Observation

[BCOO04]: partial correlation when
considering d out of m bits ko

d ki
pdzpm T N
m n

~1 .
<0

4, Sbox computation

hypothetical Y )’(1)

power consumption N
d=1 &———— (modeled on 1 bit)

Linear diffusion

{ considerdbits? 1}
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Map of selection functions

e
N

direct ki
N\ Sbox computation £

4, Sbox computation

j x _ _
Yy 0 Yo

Linear diffusion
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Map of selection functions

e
N

direct k,
N\ Sbox computation

&4 Sbox computation

Linear diffusion

extension

consider d bits ?

<0 h
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Is that simple?

&4 Sbox computation

Linear diffusion

Linear computation:

i i i target bit  ~—————— 2,
Z]o :y{)@y{iw@y{rzg 9 .

Z{) = ké(n{ b 1) D né 23
+19, j+19 +19
D k(J) ™1 n(f)

D k(])'+28(n{+28 D 1) D né+28
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Is that simple?

So just extend everything to d bits ? & o

&4 Sbox computation

Linear diffusion

Linear computation:

i i i target bit ————— 2,
Z]o :y{)@y{iw@y{rzg 9 .

Z{) = ké(n{ b 1) D né 23
+19, j+19 +19

D k(J) ™1 n(f)
428, j+28 +28

DL (n"TD 1) Dn)
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Is that simple?

So just extend everything to d bits ? & o

&4 Sbox computation

It's a bit more complicated than that & Yo

Linear diffusion

Linear computation:

i i i target bit  ~—————— 2,
Z]o :y{)@y{iw@y{rzg 9 .

Z{) = ké(n{ b 1) D né 23
+19, j+19 +19

D k(J) ™1 n(f)
428, j+28 +28

DL (n"TD 1) Dn)
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W Extension to multiple bits

%zqq@n@%@qg@@W@Q@M_

4, Sbox computation

Linear diffusion
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W Extension to multiple bits

%zqq@n@%@qg@@W@Q@M_

4, Sbox computation

Linear diffusion
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W Extension to multiple bits

%zqq@n@%@qg@@W@Q@M_

4, Sbox computation

Linear diffusion
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W Extension to multiple bits

%zqq@n@%@qg@@W@Q@M_

&4 Sbox computation

J — = ]
Yo=Y, 89,

56 = 0: ok (36 = |: distribution negated V2

Linear diffusion
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W Extension to multiple bits

%zqq@n@%@qg@@W@Q@M_

&4 Sbox computation

o) = 0: ok (36 = 1: distribution negated fé
. . Y4
but absolute correlation coefficient
doesn’t change — still ok Linear diffusion

<0

<]

%)

<3

{4
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W Extension to multiple bits

%zqq@n@%@qg@@W@Q@M_

&4 Sbox computation

] — O R TR TR : A%)
0, = 0: ok &) = 1: distribution negated 5
. . Y4
but absolute correlation coefficient
doesn’t change — still ok Linear diffusion
If we extend: <0
<1
jojrd _ ~j.j+dl sjjtd <2
Yo T =Y @ Z3
{4

distribution of y//*¢

7" isn’t simply negated
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W Extension to multiple bits

KK @KV DK IV W,

: k
6[95(]) 1

&4 Sbox computation

Yo |

Linear diffusion
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W Extension to multiple bits

KK @KV DK IV W,

&4 Sbox computation

Yo |

Linear diffusion
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W Extension to multiple bits

D KK ®KNV @k &IV W,

1. Sbox computation

Yo |

Ljd _ ~j.j+d . j+d
Yo' =50 D 5" V)

+19.j+19+d _ ~j+19.j+19+d +19..j+19+d
17 = 3 .

j428.j428+d _ ~j+28.j+28+d [ sj+28.j+28+d | -
D 50 Linear diffusion

Yo =
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W Extension to multiple bits

E k‘{k(]) P kélV] & k‘{ P IV I/
kg
ki
1,
0
4, Sbox computation
A Yo |
.J+d ;
ob | !
| Y2
yj+19..j+19+d _ yj+19..j+19+d @!5j+19..j+19+d% V3
0 0 0 Va
j428.j4284d _ ~j428.j4+28+d [l sj+28..j+28+d , o
Yo = Y0 @50 Linear diffusion
v 4 %
jojtd _ 5j.j+d j.j+d Z
<0 <0 D A Z)
43
<4

Viet-Sang Nguyen PhD defense Physical Attacks against Symmetric Cryptography Standards



W Extension to multiple bits

E k‘{k(]) P kélV] & k‘{ P IV I/
kg
ki
1,
0
4, Sbox computation
A Yo |
.J+d ;
ob | !
| Y2
j+19.j+19+d _ ~j+19.j+19+d ! j+19..j+19+di V3
Y0 = Y0 D% ‘ Y
j428.j4284d _ ~j428.j4+28+d [l sj+28..j+28+d , o
Yo = Y0 @50 Linear diffusion
v 4 %
jojrd _ zj.j+d j.j+d Z
<0 <0 D A Z)
<3
<4

to be guessed
(apart from the key bits)
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W Extension to multiple bits

Number of bits for 23 d d=1 d=2 d=3 d=4
Number of candidates (key and AZ7+%) 2%-1 93 27 211 215

Measured time (sequential recovery) 3m  10m 2.7h 34.7h
Measured time (parallel recovery) 8m  2.3h
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W Extension to multiple bits

1.0 A

Q Q Q Q
| N | N | I |
HBW N

0.8 A

\/

O
o

o
RS
1

sSuccess rate

i

0.2 A

p
A7

0.0 i

0 2000 4000 6000 8000 10000

Number of traces

:f higher success rates when d > 1 ‘;

Number of bits for 23 d

d=1 d=2 d=3 d=14

Number of candidates (key and Af,"j +d) 94d—1
Measured time (sequential recovery)

Measured time (parallel recovery)

Viet-Sang Nguyen PhD defense

27 211 215
10m 2.7h 34.7h

81 2.3h
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Map of selection functions

extension

Viet-Sang Nguyen

N
| \

PhD defense

direct
™\ Sbox computation

Physical Attacks against Symmetric Cryptography Standards

47



Map of selection functions

s |
. \
\

direct
™\ Sbox computation
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Map of selection functions

N
N

direct
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Statistical Ineffective Fault Attacks (SIFA)
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AEAD schemes use unique nonce for each encryption

DiﬁerentiaFauIt Attacks (DFA) are not applicable

IDMMP18] proposed strgy to apply SIFA with demonstration on 2 ciphers

conjectured that this attack strategy is applicable to Ascon-AEAD

| | tried, but failed

Why did | fail? |
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SIFA on Ascon-AEAD

(following the attack strategy of [DMMP18])

target bit 7 ———
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Implementations of Ascon-AEAD

On 320-bit state = 5 x 64-bit words

64-bit architecture

Viet-Sang Nguyen PhD defense Physical Attacks against Symmetric Cryptography Standards 54



Implementations of Ascon-AEAD

On 320-bit state = 5 x 64-bit words

64-bit architecture

32-bit architecture

8-bit architecture
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Instruction-skip model

No fault _

OPp Ry — —
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Instruction-skip model

XOR R, R; R Ry=vy=v,®v, | (skipped

2 — Mg - v is used ‘ v, is used
Scenario 1 : R, = Ry ® Rg —

Ineffective fault if v, = Vs
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Instruction-skip model

0P, R, — —

XOR Ry Ry Rg 3-operand instruction

0P, — Ry —
Scenario 1 : R, = Ry ® R,

0P, R, — -—

N

XOR R, Ry R, 2-operand instruction

(or R, is reused as source register)

0P, — Ry, —
Scenario 2 : R, = Ry, @ Ry
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Instruction-skip model
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Instruction-skip model

Probability of an ineffective fault
Pr[V2 a Vé]

XOR (scenario 1) 0.5%
XOR (scenario 2) 0.5%

AND (scenario 1) 0.5"

AND (scenario 2) 0.75%

NOT (scenario 1) 0.5%

NOT (scenario 2) 0
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Map of fault attacks

(by instruction skip)

SIFA
on Ascon-AEAD

(low) probability
of ineffective fault
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(future work)
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SIFA on Ascon-AEAD

(following the attack strategy of [DMMP18]) on 8-bit architecture
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SIFA on Ascon-AEAD

(following the attack strategy of [DMMP18]) on 8-bit architecture

An instruction skip
does not affect all 3 bits
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SIFA on Ascon-AEAD

(following the attack strategy of [DMMP18]) on 8-bit architecture

An instruction skip
does not affect all 3 bits

- Sbob tatio

— zg remains uniform - ' ‘
— SIFA is not applicable % '
V4 |

Linear diffusiont

target bit 7} —— 2, [T

Zl £
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=% DYy DY 7 |
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Map of fault attacks

(by instruction skip)
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chosen-input SIFA to break 2
assumption of uniform input e
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Persistent Fault Attacks (PFA)
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