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Background

State Of The Art

Our Proposal
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👿 cannot recover  🔑k

😈 recovers  🔑k

uniform distribution

Key  🔑 must be protectedk Countermeasure: duplicate the computation, 
then compare the two outputs to detect faults

Countermeasure: avoid leakages by computation 
on shares  and   
where  and 

(x1, x2, x3) (k1, k2, k3)
x1 + x2 + x3 = x k1 + k2 + k3 = k

👉 Duplicate the computation

👉 Compute on shares

👉 Compute on non-complete set of shares

👉 Parallelize computations to harden precise fault injection

👉 No need duplication
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x1 + x2 + x3 = x′ 1 + x′ 2 + x′ 3 = x
k1 + k2 + k3 = k′ 1 + k′ 2 + k′ 3 = k
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biased distribution
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