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» Correlation Power Analysis with Less Traces

4. Conclusion



QOutlines

1. Background

» Differential and Correlation Power Analysis

» Ascon
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Differential -

+ Fact: register transitions:

» 0 = 0*: consumes not much power

» 0 = 1*: consumes much power

4 So, based on this, how to recover key?

» Choose a selection function: f = Sbox(x @ k)
» x: plaintext = can be varied

» k: key guess — to find correct key @

» Collect traces of power consumption

» Perform analysis

*Assume that each register is pre-charged at 0 5



Example of DPA: correct key guess

X 0 l 2 3 4 S

Sbox(x) 0 6 3 4 5 1

iIntermediate

f = Sbox(x @ k*)

varied plaintext  correct key

X k* =1

register transitions
(with correct key guess)
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(with correct key)
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Example of DPA: correct key guess

register transitions power consumption traces
(with correct key guess) (with correct key)
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differential trace
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Example of DPA: wrong key guess

varied plaintext

X

wrong key

k=20
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£ = Sbox(x @ k)
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Example of DPA: wrong key guess

register transitions power consumption traces
(with wrong key guess) (with correct key)

sum of traces with transition
0—-0

differential trace
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Correlation Power Analysis (CPA)

4 Fact: Hamming Weight (HW) and power consumption
have linear relation

+ Register transitions

Power Consumption
» HW = 3: consumes most power

e 000 — 111~

» HW = 2: consumes much power
e 000 — 011*, 000 — 1107, etc.

» HW = 1: consumes less power
e 000 — 001*, 000 — 010%*, etc.

» HW = 0: consumes least power
e 000 — 000~

0 1 2 3 Hamming Weight

*Assume that each register is pre-charged at O 10



Example of CPA: correct key guess

ow S Gvsn. g B A
AT AN Iy PO AN - A0S ot Ao St DS
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Example of CPA: correct key guess

register transitions

(wit
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Example of CPA: wrong key guess

X 0 l 2 3 4 S

Sbox(x) 0 6 3 4 5 1

iIntermediate

f = Sbox(x @ k*)

varied plaintext  wrong key

X k=0

register transitions power consumption traces

(with wrong key guess) (with correct key)
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Example of CPA: wrong key guess

register transitions power consumption traces
(with wrong key guess) (with correct key)
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Ascon Cipher
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4+ Version 128:

» |V: 64 bits of constant
> K: 128 bits of key
» N: 128 bits of nonce

» p“: 12 permutation rounds

> p?: 6 permutation rounds
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Plaintext

Finalization

> r: 64 bits of rate
> c: 256 bits of capacity
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Target the very first round for attacks
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A Permutation Round

(1) Round constant addition

(ignore for now)

18
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(2) Substitution layer with 5-bit Sbox
< >
< >
< >
< >
< >
(3) Linear layer with 64-bit diffusion function
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(3) Linear layer
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Remind: Selection Function

f= Sbox( ay )

22



Target the very first round
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Active and Passive Side-Channel
Key Recovery Attacks on Ascon

Keyvan Ramezanpour!, Abubakr Abdulgadir?, William Diehl!,
Jens-Peter Kaps?, and Paul Ampadu?

! Virginia Tech, Blacksburg, VA 24061, USA{rkeyvan8,wdiehl,ampadu}@vt.edu
> George Mason University, Fairfax, VA 22033, USA {aabdulga, jkaps}@gmu.edu

4+ Cannot recover key with 40K traces! &
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| [Yo = X4X) D X3 © XX D X, D X% D X D X ]

[yo — nlko @ no @ klko @ kl @ kolV @ ko @ WY, u]

[RAKDAZ20]: Choose this as selection function:

20



traces
(under correct key)

sum of traces with f = 0

differential trace
is there a peak?
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sum of traces f = 1

Cannot recover key with 40K traces! @ WHY?
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Attack of Samwel and Daemen [SD17]

DPA on hardware implementations of Ascon and
Keyak

Niels Samwel! and Joan Daemen!:?

! Digital Security Group, Radboud University Nijmegen
{n.samwel, joan}@cs.ru.nl
¢ ST Microelectronics

4+ Recover key successfully with ~1.5K traces! &
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iv=x0
ko = Xy
ki =x,
nl =.X4

| [YO = X4X) D X3 © XX D X, D X% D X D X ]

.

Yo ~ ko(ny @ 1) @ ny )

[SD17]: Choose this as selection function:

f=on k)= k()(nl D1)+ N

Wait... How?

29




Selection function -

[)’o = X4X) D X3 © XX D X, D X% D X D X )

Yo = ko @ 1) @ no @ik © kov & & & v |

Magic happens , : these are constants
— contribute a constant amount to the activity of the register
— removed

[ Yo ~ ko(n; @ 1) @ ny }
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selection SD1 Turther..

Ny = X4 VVVVVYVVVVVYVVVVYVVVVVVVVVVVYVVVVVYVVYY VVVVYVVVYYVY VVYVYVVVVVVVVVVVVVVVVY

Sbox layer &

3
A4 448
ViV VvV

Linear layer _8&

PreeTe

“0\

o




traces
(under correct key)

sum of traces with f =0

differential trace
is there a peak?
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Recover key successfully with ~1.5K traces! & WHY?
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4+ [RADKAZ20]

Cannot recover key with 40K traces! & WHY?

+ [SD17/]

Recover key successfully with ~1.5K traces! & WHY?

4+ — Selection functions f = @(n, k) are different

34



[RAD KAZO] Cannot recover key W|th 40K traces' '

[f ga(n k)_nlk()@n()@klko@kl@k()lV@ko@IV )

iv =0 to simplity

[ f: qp(l’l,k) =n1k0@n0@k1k0@k1@k0 J

varied nonce correct key varied nonce wrong key
7 -
00 10 1 00 11 1
01 10 0 01 11 0
10 10 0 10 11 0
11 10 UJ 11 11 UJ
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[SD1 7] Recover key successfully with ~1.5K traces! &

[ S =, k) = ky(n, & 1) © ny J

varied nonce correct key varied nonce wrong key
% —
Ny, 1y ky =0

00 0
01
10
11

Ng, Ny ko =1
00 1
01 1
10 1

g 11 1 g

@) o]\

o O O
—

36



2ok, S s < ' § St s < @ S s < Y < 2 @ S s < 2E 52l s < oG S s < Y = B 3 St s < @ S Y T g ' F 53l Y = B 3 St Y = g s < 3 St Y < g s < Y T g % 52l s <
R - Sy 2= A o g o o S S o e o L a7 PTG S O RP = — L a7 e T L ] T e oy PN SRy O B3 — o a2 PIPN- SPDR - — L a7 N O ST =2 — L ] PN O R — oy PIESRPON EP = o o o o — oy PIESRPON EP D o o o o SO BT — % v N - DS

1.

2.

>

3. Our work

>

» Correlation Power Analysis with Less Traces

4.

37



Remind: Correlation Power Analysis (CPA)

4 Fact: Hamming Weight (HW) and power consumption
have linear relation*

+ Register transitions Power Consumption

» HW = 3: consumes most power
e 000 = 111

» HW = 1: consumes less power
e 000 — 001, 000 — 010, etc.
> ...

0 1 2 3 Hamming Weight

*Assume that each register is pre-charged at O 38



Function of [SD17]
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Extend Selectlon Functlon of [SD1 7]

[ 'gé “ buts ]
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Our Result

Recover 6 bits of key
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Number of traces
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Can we extend more?
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Sbox layer B
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Our Result

Compare distinguishers of different bit
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Outlines
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» Differential and Correlation Power Analysis

» Ascon

2. Previous Attacks
» [SD17] and [RADKAZ20]

3. Our work

» Comparison of Previous Attacks

» Correlation Power Analysis with Less Traces

4. Conclusion
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Conclusion

4 Revisited DPA on Ascon

4 Explained why

» [RADKAZ20] DPA tailed with 40K traces
» [SD17] DPA succeeded with ~1.5K traces

4+ Extended [SD17] to

» apply CPA and thus reduce number of traces
» discover that 2-bit distinguisher is the best

45



Any questions? &
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