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Results of full key recovery
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Results of full key recovery
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Correlations
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Correlations

Expected: correct key is distinguished

Observed: a group of keys is distinguished
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Correlations

Rank Key Corr. || Rank Key Corr.
10 0.133 | 33 6 0030
32 0130 || 34 26 0.030
2 0128 | 35 27  0.030
42 01211 36 35 0.029
40 0119 || 37 53 0.029
8§ 0.19 || 38 55 0029
34 0113 || 39 44 0.028
0 0110 40 3 0028
1 0104 || 41 57 0.028
5 009 || 42 50 0.028
4 0095 | 43 45 0.028
17 0095 || 44 37  0.027
16 0.090 || 45 41  0.027
3(1, 8;823 j? ié 8:8%2 Observed: a group of keys is distinguished
31 0.045 || 48 49 0.026
60 0036 | 49 33 0.026
61 0035 50 54 0.026
15 00351 51 47 0.026
23 0034 | 52 58 0.026
11 00331 53 48 0.026
19 00331 54 62 0.026
22 0033 55 13 0.025
39 0033 | 56 28 0.025
7 0033 57 24 0.025
43 00321 58 25 0.023
18 00321 59 59 0.023
56 0031 | 60 51 0.023
14 0030 61 38 0.023
30 0030 | 62 63 0.022
36 0030 63 9 0.022
52 0030 | 64 29 0.022

Expected: correct key is distinguished
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Correlations

Rank Key Corr. || Rank Key Corr.
10 0133 || 33 6 0030
32 0130 || 34 26 0.030
2 0128 | 35 27 0.030
42 01211 36 35 0.029
40 0119 || 37 53 0.029
8 0.119| 38 55 0.029
34 0113 || 39 44 0.028
0 0110 40 3  0.028
1 0104 || 41 57 0.028
10 5 00% | 42 50 0.028
11 4 0095| 43 45 0.028
12 17 0095 | 44 37 0.027
13 16 0090 || 45 41  0.027
}‘5‘ 3(1, 3;323 j? ‘112 8:8%2 Observed: a group of keys is distinguished
16 31 00451 48 49 0.026
17 60 00361 49 33 0.026
18 61 00351 50 54 0.026
19 15 00351 51 47 0.026
20 23 00341 52 58 0.026
21 11 0.033 || 53 48 0.026
22 19 00331 54 62 0.026
23 22 00331 55 13 0.025
24 39 00331 56 28 0.025
25 7 00331 57 24 0.025
26 43 00321 58 25 0.023
27 18 00321 59 59 0.023
28 56 00311 60 51 0.023
29 14 00301 61 38 0.023
30 30 0030 62 63 0.022
31 36 0030 63 9 0022
32 52 0030 64 29 0.022

OO AN P W -

Expected: correct key is distinguished
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Correlations

Rank Key Corr. || Rank Key Corr.

1 10 0133 || 33 6 0030
32 0130 | 34 26 0.030
2 0128 | 35 27 0.030
42 01211 36 35 0.029
40 0119 || 37 53 0.029
8 0119 38 55 0.029
34 0113 || 39 44 0.028
0 0110 40 3  0.028
1 0104 || 41 57 0.028
10 5 00% | 42 50 0.028
11 4 0095| 43 45 0.028
12 17 0095 || 44 37 0.027
13 16 0090 || 45 41  0.027
}; 3(‘) 8;323 i~6, ié 8:8%2 Observed: a group of keys is distinguished
16 31 00451 48 49 0.026
17 60 00361 49 33 0.026
18 61 00351 50 54 0.026
19 15 00351 51 47 0.026
20 23 00341 52 58 0.026
21 11 0033 || 53 48 0.026
22 19 00331 54 62 0.026
23 22 00331 55 13  0.025
24 39 00331 56 28 0.025
25 7 0033 57 24 0.025
26 43 00321 58 25 0.023
27 18 00321 59 59 0.023
28 56 00311 60 51 0.023
29 14 00301 61 38 0.023
30 30 0030 62 63 0.022
31 36 0030 63 9 0022
32 52 0030 64 29 0.022

O 01NN B W

Expected: correct key is distinguished

| Suspected: distributions associated to some keys |

|

are partially correlated !?
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Correlations between distributions of all key pairs
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Correlations between distributions of all key pairs

0 8 16 24 32 40 48 56 63 ==

16

24

32

Bl correlation of 1
BB correlation of 0.5
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correlation of O
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Correlations between distributions of all key pairs

5 0 8 16 24 32 40 48 56 63 =
distributions corresponding to key pair (0,32)

8 are correlated with coefficient of 0.5
16
24
32
40

Bl correlation of 1
48 BB correlation of 0.5

correlation of O

56
63
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Verify the prediction

0 8 40 48 56
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24

32

48
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Verify the prediction

0 Rank Key Corr. || Rank Key Corr.
1 10 0.133 || 33 6 0.030

2 32 0.130 || 34 26 0.030

3 2 0128 || 35 27 0.030

8 4 42  0.121 36 35 0.029
5 40 0.119 || 37 53  0.029

6 8 0.119 || 38 55 0.029

7 34  0.113 || 39 44  0.028

16 8 0 0.110 || 40 3 0.028
9 1 0104 || 41 57 0.028

10 5 009 || 42 50 0.028

11 4 0095 || 43 45 0.028

24 12 17 0.095 || 44 37 0.027
13 16 0.090 || 45 41  0.027

14 21 0.089 || 46 12 0.026

15 20 0089 || 47 46 0.026

32 16 31 0045 || 48 49 0.026
17 60 0036 | 49 33 0.026

18 61 0035| 50 54 0.026

19 15 0.035 || 51 47  0.026

40 20 23 0034 || 52 58 0.026
21 11 0.033|| 53 48 0.026

22 19 0.033|| 54 62 0.026

23 22 0033 | 55 13 0.025

48 24 39 0.033|| 56 28 0.025
25 7 0033 | 57 24 0.025

26 43 0.032 || 58 25 0.023

27 18 0.0321|| 59 59 0.023

54 28 56 0.031 60 51 0.023
29 14 0.030 || 61 38  0.023

30 30 0.030|| 62 63 0.022

31 36 0.030 || 63 9  0.022

63 32 52 00301 64 29 0.022
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Verify the prediction

0 Rank Key Corr. || Rank Key Corr.
= 1 10 0.133 | 33 6 0.030

\ 0130 || 34 26 0.030

0.128 || 35 27 0.030

8 - 0.121 36 35 0.029
0119 || 37 53 0.029

0.119 || 38 55 0.029

0.113 || 39 44 0.028

16 - 0.110 || 40 3 0.028
0.104 || 41 57 0.028

0.09 || 42 50 0.028

11 0095 || 43 45 0.028

24 12 0 0.095 || 44 37 0.027
13 C0.09 || 45 41 0.027

14 0.089 || 46 12  0.026

15 0.080 || 47 46 0.026

32 16 0.045 || 48 49 0.026
17 60 0.036 || 49 33 0.026

18 61 0.035| 50 54 0.026
19 15 0.035|| 51 47 0.026
40 20 23 0034 | 52 58 0.026
21 11 0033 || 53 48 0.026
22 19 0.033]|| 54 62 0.026
23 22 0033 | 55 13 0.025
48 24 39 0033 56 28 0.025
25 7 0033 || 57 24 0.025
26 43 0032 | 58 25 0.023
27 18 0032 | 59 59 0.023
54 28 56 0.031 60 51 0.023

29 14 0.030 || 61 38  0.023
30 30 0030 62 63 0.022
31 36 0.030 || 63 9  0.022
63 32 52 00301 64 29 0.022
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How to recover the key ?




Each key has an associated group

56
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Each key has an associated group

56

0 8 16 24 32 40 4
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56

Each key has an associated group
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Each key has an associated group
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Each key has an associated group

56

0 8 16 24 32 40

0

g[10] =10,1,2,4,5,8,10,16,17,20,21,32,34,40,42 ]
8 g1 =10,1,3,4,5,9,11,16,17,20,21,33,35,41,43]

16 gle3l=1[...1]

24

32

48

56

63
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Verify the prediction

Rank Key Corr. || Rank Key Corr.
10 0.133 33 6 0.030
32  0.130 34 26 0.030
2 0.128 35 27  0.030
42  0.121 36 35 0.029
40 0.119 37 53 0.029
8 0.119 38 55 0.029
34 0.113 39 44  0.028
0 0.110 40 3 0.028
1 0.104 41 57 0.028
5 0.096 42 50 0.028
4  0.095 43 45  0.028
17  0.095 44 37 0.027
16 0.090 45 41  0.027
21  0.089 46 12 0.026
20 0.089 47 46  0.026
31 0.045 48 49  0.026
60 0.036 49 33 0.026
61 0.035 50 54 0.026
15 0.035 51 47  0.026
23 0.034 52 58 0.026
11  0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7  0.033 57 24 0.025
43  0.032 58 25 0.023
18 0.032 59 59 0.023
56 0.031 60 51 0.023
14  0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022
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Verify the prediction

Corr. || Rank Key Corr.
- 0.133 33 6 0.030
- 0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028
0.110 40 3 0.028
- 0.104 41 57 0.028
- 0.096 42 50 0.028
- 0.095 43 45  0.028
- 0.095 44 37 0.027
- 0.090 45 41  0.027
0.089 46 12 0.026
- 0.089 47 46  0.026
0.045 48 49  0.026
60 0.036 49 33 0.026
61 0.035 50 54 0.026
15 0.035 51 47  0.026
23 0.034 52 58 0.026
11  0.033 53 48 0.026
19 0.033 54 62 0.026
22  0.033 55 13 0.025
39 0.033 56 28  0.025
7 0.033 57 24 0.025
43  0.032 58 25 0.023
18 0.032 59 59 0.023
56 0.031 60 51 0.023
14  0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

Which group does these key candidates T~
correspond to ?

)
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Verify the prediction

Corr. || Rank Key Corr.
- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028
0.110 40 3 0.028
- 0.104 41 57 0.028
- 0.096 42 50 0.028
- 0.095 43 45  0.028
- 0.095 44 37 0.027
0.090 45 41  0.027
0.089 46 12 0.026
- 0.089 47 46  0.026
0.045 48 49  0.026
60 0.036 49 33 0.026
61 0.035 50 54 0.026
15 0.035 51 47  0.026
23 0.034 52 58 0.026
11  0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7 0.033 57 24 0.025
43  0.032 58 25 0.023
18 0.032 59 59 0.023
56 0.031 60 51 0.023
14  0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

Which group does these key candidates T~
correspond to ?

G[1]

)
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Verify the prediction

Corr. || Rank Key Corr.
- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028
0.110 40 3 0.028
- 0.104 41 57 0.028
- 0.096 42 50 0.028
- 0.095 43 45  0.028
- 0.095 44 37 0.027
0.090 45 41  0.027
0.089 46 12 0.026
- 0.089 47 46  0.026
0.045 48 49  0.026
60 0.036 49 33 0.026
61 0.035 50 54 0.026
15 0.035 51 47  0.026
23 0.034 52 58 0.026
11  0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7 0.033 57 24 0.025
43  0.032 58 25 0.023
18 0.032 59 59 0.023
56 0.031 60 51 0.023
14  0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

Which group does these key candidates T~
correspond to ?

G[1] X

)
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Verify the prediction

Corr. || Rank Key Corr.
- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028
0.110 40 3 0.028
- 0.104 41 57 0.028

Which group does these key candidates T~
correspond to ?

009 || 42 50 0.028

g[1] X 0.095 || 43 45 0.028
0.095 || 44 37 0.027

0.090 || 45 41 0.027

g|2] 0.089 || 46 12 0.026

- 0.089 47 46  0.026
0.045 48 49  0.026
60 0.036 49 33 0.026
61 0.035 50 54 0.026
15 0.035 51 47  0.026
23 0.034 52 58 0.026
11 0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7  0.033 57 24 0.025
43  0.032 58 25 0.023
18  0.032 59 59 0.023
56 0.031 60 51 0.023
14 0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022
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Verify the prediction

Corr. || Rank Key Corr.
- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028
0.110 40 3 0.028
- 0.104 41 57 0.028

Which group does these key candidates T~
correspond to ?

009 || 42 50 0.028

g[1] X 0.095 || 43 45 0.028
0.095 || 44 37 0.027

0.090 || 45 41 0.027

g|2] X 0.089 || 46 12 0.026

- 0.089 47 46  0.026
0.045 48 49  0.026
60 0.036 49 33 0.026
61 0.035 50 54 0.026
15 0.035 51 47  0.026
23 0.034 52 58 0.026
11 0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7  0.033 57 24 0.025
43  0.032 58 25 0.023
18  0.032 59 59 0.023
56 0.031 60 51 0.023
14 0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

)
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Verify the prediction

Corr. || Rank Key Corr.
- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028
0.110 40 3 0.028
- 0.104 41 57 0.028

Which group does these key candidates T~
correspond to ?

0096 || 42 50 0.028

G[1] X 0095 || 43 45  0.028
0095 || 44 37 0027

0.090 || 45 41  0.027

G[2] X 0.089 || 46 12 0.026
0089 || 47 46  0.026

0.045 || 48 49  0.026

60 0.036 | 49 33 0.026

61 0.035| 50 54 0.026

g163] X 15 0035 51 47 0.026

23 0.034 52 58 0.026
11 0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7  0.033 57 24 0.025
43  0.032 58 25 0.023
18  0.032 59 59 0.023
56 0.031 60 51 0.023
14 0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

)
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Verify the prediction

Corr. || Rank Key Corr.

- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028

Which group does these key candidates T~
correspond to ?

A0 0110 || 40 3 0.028
‘ 0104 || 41 57 0.028

: 0.09 || 42 50 0.028
g1 X 0095 || 43 45 0.028
0095 || 44 37 0.027

0.090 || 45 41 0.027

G(2] X 0.089 || 46 12 0.026
0089 || 47 46 0.026

0.045 || 48 49  0.026

60 0036 | 49 33 0.026

61 0035| 50 54 0.026

Z163] X 15 0035 | 51 47 0.026

23 0.034 52 58 0.026
11 0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7  0.033 57 24 0.025
43  0.032 58 25 0.023
18  0.032 59 59 0.023
56 0.031 60 51 0.023
14 0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

)
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Verify the prediction

Corr. || Rank Key Corr.

- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028

Which group does these key candidates T~
correspond to ?

A0 0110 || 40 3 0.028
‘ 0104 || 41 57 0.028

- 0096 || 42 50 0.028
g1 X 0095 || 43 45  0.028
0095 || 44 37 0027

0.090 || 45 41  0.027

G[2] X 0.089 || 46 12 0.026
0089 || 47 46 0.026

0.045 || 48 49  0.026

60 0.036| 49 33 0.026

61 0.035| 50 54 0.026

g163] X 15 0035 51 47 0.026

23 0.034 52 58 0.026
11 0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7  0.033 57 24 0.025
43  0.032 58 25 0.023
18  0.032 59 59 0.023
56 0.031 60 51 0.023
14 0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

)
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Verify the prediction

- Corr. || Rank Key Corr.
- 0.133 33 6 0.030
0.130 34 26 0.030
- 0.128 35 27  0.030
- 0.121 36 35 0.029
0.119 37 53 0.029
- 0.119 38 55 0.029
- 0.113 39 44  0.028

Which group does these key candidates T~
correspond to ?

g0 — correct key is O 0.110 | 40 3 0028
0104 || 41 57 0.028

- 0.09 || 42 50 0.028
g1 X 0095 || 43 45 0.028
0 0.095 || 44 37 0.027

0.090 || 45 41 0.027

G(2] X 0.089 || 46 12 0.026
0089 || 47 46 0.026

0.045 || 48 49  0.026

60 0036 | 49 33 0.026

61 0.035| 50 54 0.026

Z163] X 15 0035 | 51 47 0.026

23 0.034 52 58 0.026
11  0.033 53 48  0.026
19 0.033 54 62 0.026
22 0.033 55 13 0.025
39 0.033 56 28  0.025
7  0.033 57 24 0.025
43  0.032 58 25 0.023
18  0.032 59 59 0.023
56 0.031 60 51 0.023
14 0.030 61 38 0.023
30 0.030 62 63 0.022
36 0.030 63 9 0.022
52 0.030 64 29 0.022

)
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Results of full key recovery
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Summary
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CPA attack on Ascon

4 Extend hypothetical power consumption to multi-bit scenario

4 Found the root cause of poor performance

4 Proposed approach for key recovery
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Correlation Power Analysis on Ascon
with Multi-bit Selection Function
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