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‣ : 12 permutation rounds ( ) 

‣ :   8 permutation rounds (   )

pa a = 12
pb b = 8
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On 320-bit state = 5 x 64-bit words

Input of the first round:

• 128-bit key          : K = (k0, k1)
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Correlations 
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Expected: correct key is distinguished

Observed: a group of keys is distinguished

Suspected: distributions associated to some keys 
are partially correlated !? 🤔
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correlation of 0.5

correlation of 1

correlation of 0

 
distributions corresponding to key pair (0,32) 

are correlated with coefficient of 0.5
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How to recover the key ?
💡
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𝒢[0] = [0,1,2,4,5,8,10,16,17,20,21,32,34,40,42]

𝒢[1] = [0,1,3,4,5,9,11,16,17,20,21,33,35,41,43]

𝒢[63] = [ . . . ]

…

Each key has an associated group
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Verify the prediction
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Which group does these key candidates 
correspond to ?

𝒢[2]

𝒢[1]
𝒢[0] ✅

❌

❌

…

𝒢[63] ❌

→ correct key is 0
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Results of full key recovery

38

✦ Looks better

✦ But still not as efficient as 1 bit
→ future work



Summary
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✦ Extend hypothetical power consumption to multi-bit scenario

CPA attack on Ascon

40

✦ Proposed approach for key recovery

✦ Found the root cause of poor performance
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