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SIFA

Statistical Ineffective Fault Attack
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Example on AES

4 Choose an intermediate value v e & e

v
v
v
0000

o2
. .
pUNOJ Y314
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Example on AES
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4+ Key recovery: & ‘Q'

» Guess 4 key bytes, compute v
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» |f wrong key guess, v is unitform

Viet-Sang Nguyen viet.sang.nguyen@univ-st-etienne.fr SIFA on Nonce-based Authenticated Encryption



2 =
4 Choose an intermediate value v ® « O lo o =
> > b,l b* b‘ 8
: ® ®
4 Force v biased by faults ' a
(e.g., stuck-at-0) ® ® ® o
e o e% 3
4+ Collect a number of ciphertexts ® ® o |2
O
)
_®
®

all = correct + faulty

Viet-Sang Nguyen viet.sang.nguyen@univ-st-etienne.fr SIFA on Nonce-based Authenticated Encryption



When a countermeasure is used...
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When a countermeasure is used...
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> > b,l b* b‘ 8
: ® ®

4 Force v biased by faults ' a
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4+ Key recovery (still works): & ‘Q‘

» Guess 4 key bytes, compute v all = correct + 1au'ty

> |f correct key guess, v is biased m

» |f wrong key guess, v is unitform
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When a countermeasure is used...

O
o o | | r —
4+ Choose an intermediate value v @ s&f _mj ,’;‘-\;ﬁ ,:i g
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4+ Force v biased by faults Q
(e.g., stuck-at-0) ® ® o @ o
%bg *, " @ > “I Z
4 Collect a number of ciphertexts ® ® o | 2
o 3
4+ Key recovery (still works): & o
: o
» Guess 4 key bytes, compute v all = correct + 1aulty
> |f correct key guess, v is biased m ) .
| | Statistical Ineftective Fault Attack (SIFA)
» |f wrong key guess, v is uniform by Dobraunig et al., 2018
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Permutation blocks
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» p“: 12 permutation rounds (a = 12)

> pb: 8 permutation rounds (b = 8 )
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Initialization vector
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Plaintext / Ciphertext
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Focus on 1st round of initialization
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Focus on 1st round of initialization
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Control the nonce N

Guess the key K
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1st round computation
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1st round computation

On 320-bit state = 5 x 64-bit words
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1st round computation

On 320-bit state = 5 x 64-bit words

Input of the first round:
e 128-bit key K = (k(), kl)
e 128-bitnonce : N = (ngy,n;)

o 64-bit init. vector: IV
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1st round computation

On 320-bit state = 5 x 64-bit words

Input of the first round:
e 128-bit key K = (k(), kl)
e 128-bitnonce : N = (ngy,n;)

o 64-bit init. vector: IV
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1st round computation

On 320-bit state = 5 x 64-bit words

(1) Constant addition

Input of the first round:
e 128-bit key K = (k(), kl)
e 128-bitnonce : N = (ngy,n;)

o 64-bit init. vector: IV

3 operations in a round
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1st round computation

On 320-bit state = 5 x 64-bit words

\%
ko
k, 3088000
Ny
n
: (1) Constant addition
Input of the first round:
o 128-bit key . K = (ky, ky) AAAAAATAACAIATAAAATAPAAATATAACAIATAJAACATAPAAIATAAAIATAUAAATALAATATAJAAIATAUAATALAAIALAAA
o 128-bitnonce : N = (n,,n,)
' 0> "1
Y Y Y Y Y Y Y Y Y YV YV YV
® 64-bitinit. vector: IV (2) Substitution (vertical)

3 operations in a round
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1st round computation

On 320-bit state = 5 x 64-bit words

A%
k,
ki \ OOHBR0MH
Ny
n
: (1) Constant addition
Input of the first round:
o 128-bit key . K = (ky, k) AATACAIATACAIATAJCAIATAATAJACATAPAJATAPAAIATAPAAIATAJAAIATAAIATAJAIATAAAIATAAAIAJAAATAJAIATAIA
o 128-bitnonce : N = (n,,n,)
' 0> "*1
YV YIS
® 64-bit init. vector: IV (2) Substitution (vertical)

3 operations in a round

AIAIAIAIA
V| Y ]|Y|VY|Y

(3) Linear diffusion (horizontal)
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State changes in 1st round
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State changes in 1st round

4, Sbox computation

Y2 1l
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State changes in 1st round

4, Sbox computation

1l

Linear computation
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Apply Dobraunig et al.’s attack strategy

4, Sbox computation

\ 1

Linear computation
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Apply Dobraunig et al.’s attack strategy

4, Sbox computation

Yo
/ V1

| | ;
intermediate value Z, 3

\ 1

Linear computation
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Apply Dobraunig et al.’s attack strategy

nl_r ] -I

4, Sbox computation

Yo
/ V1

intermediate value Z‘(]) Vs

\ 1

Linear computation
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Apply Dobraunig et al.’s attack strategy

nl_r ] -I

& Sbox computation

Yo
/ V1

intermediate value Z‘(]) Vs

\ 1

Linear computation
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Apply Dobraunig et al.’s attack strategy

biased distribution ko | L
(under ineffective faults) o

I [

& Sbox computation

/ Yo —H i ]
yl

1

intermediate value Z‘(]) Vs

Linear computation
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Apply Dobraunig et al.’s attack strategy

W key recovery WV

biased distribution
(under ineffective faults) g

I [

& Sbox computation

/ Yo —H i ]
yl

1

intermediate value Z‘(]) Vs

Linear computation
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Apply Dobraunig et al.’s attack strategy

® key recovery

biased distribution
(under ineffective faults) n

OOX computation

Yo
/ Y1

intermediate value Z(’) Vs

Linear computation

{ But we found 2 problems | & J h
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Problem 1:
Possibly impractical to have enough ineffective faults



Problem 1:
Possibly impractical to have enough ineffective faults

(with faults)



Instruction skip: XOR
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Instruction skip: XOR

0P, R, — —
XOR R, R; Ry

0P, — R, —
Scenario 1 : R2 — R1 & Ro
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Instruction skip: XOR

No fault Fault occurs

0P, R, — — R, =v,

XOR R, R; Ry

0P, — R, —
Scenario 1 : R2 — R1 & Ro

Viet-Sang Nguyen viet.sang.nguyen@univ-st-etienne.fr SIFA on Nonce-based Authenticated Encryption 21



Instruction skip: XOR

No fault Fault occurs

0P, R, — — R, =v,

XOR R, Ry Rg Ry=v; =v; @

0P, — R, —
Scenario 1 : R2 — R1 & Ro
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Instruction skip: XOR

0P, R, — —
XOR R, R; Ry

0P, — Ry —

Scenario 1 : R, = R4 €

O Ro

No fault

Fault occurs

Ry, =V,
R2:Vé:V1®VO

V, is used
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Scenario 1 : R, = R4 €

O Ro

No fault

Fault occurs

Ry, =V,
R2:Vé:V1®VO

V, is used
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Instruction skip: XOR

0P, R, — —
XOR R, R; Ry

0P, — Ry —

Scenario 1 : R, = R4 €

O Ro

No fault

Fault occurs

Ry, =V,
R2:Vé:V1®VO

V, is used
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Instruction skip: XOR

0P, R, — —
XOR R, R; Ry

0P, — Ry —

Scenario 1 : R, = Ry €

O Ro

No fault

Fault occurs

Ry, =V,
RZZVéZVIGBVO

V, is used
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Instruction skip: XOR

0P, R, — —
XOR R, R; Ry

0P, — Ry —

Scenario 1 : R, = Ry €

O Ro

No fault

Fault occurs

Ry, =V,
RZZVéZVIGBVO

V, is used

R, = v,

(skipped)

Vv, is used

.

Ineffective fault if v, = v,
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Instruction skip: XOR

0P, R, — —
XOR R, R; Ry

DP2 — Ry —

Scenario 1 : R, = Ry €

O Ro

No fault

Fault occurs

Ry, =V,
R2:Vé:V1®VO

V, is used

R, = v,

(skipped)

Vv, is used

.

Ineffective fault if v, = v,

Suppose v, vy, V, are uniform,
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Instruction skip: XOR

No fault Fault occurs

OPO Ry — — R2 = Vy R2 = W

X0OR R2 R1 RO Rz - Vé = Vq @ Vo (Sklpped)

0P, — Ry — v, is used V, is used

Scenario 1 : R, = Ry @ Ry “/

Ineffective fault if v, = v,

Suppose v, vy, V5 are uniform, then Prlv, = v,] = 0.5", w is register bit-width
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Instruction skip: XOR

No fault Fault occurs

OPO Ry — — R2 = Vy R2 = W

X0OR R2 R1 RO Rz - Vé = Vq @ Vo (Sklpped)

0P, — Ry — v, is used V, is used

Scenario 1 : R2 — R1 & Ro “/

Ineffective fault if v, = v,

Suppose v, vy, V5 are uniform, then Prlv, = v,] = 0.5", w is register bit-width

Architecture 8-bit 32-bit 64-bit

P r[V2 — Vé]
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Instruction skip: XOR

No fault Fault occurs

OPO Ry — — R2 = Vy R2 = W

X0OR R2 R1 RO Rz - Vé = Vq @ Vo (Sklpped)

0P, — Ry — v, is used V, is used

Scenario 1 : R2 — R1 & Ro “/

Ineffective fault if v, = v,

Suppose v, vy, V5 are uniform, then Prlv, = v,] = 0.5", w is register bit-width

Architecture 8-bit 32-bit 64-bit
Prlv, = v5] ~ (0.0039
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Instruction skip: XOR

No fault Fault occurs

OPO Ry — — R2 = Vy R2 = W

X0OR R2 R1 RO Rz - Vé = Vq @ Vo (Sklpped)

0P, — Ry — v, is used V, is used

Scenario 1 : R2 — R1 & Ro “/

Ineffective fault if v, = v,

Suppose v, vy, V5 are uniform, then Prlv, = v,] = 0.5", w is register bit-width

Architecture 8-bit 32-bit 64-bit
Prlv, = v5] ~ (0.0039 ~ () ~ (
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Instruction skip: XOR

No fault Fault occurs
OPb Ry, — — R, =v, Ry =,
XOR R2 Ry R R, =v,=v, D, (skipped)
0P, _ Ry — V; is used Vv, is used
Scenario 1 : R, = Ry ® R N /

Ineffective fault if v, = v,

Suppose v, vy, V5 are uniform, then Prlv, = v,] = 0.5", w is register bit-width

.

( )

Impractical to obtain
ineffective fault | &

Architecture 8-bit
Prlv, = v5] ~ (0.0039

\_
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Instruction

0P, R, — —
XOR R, R; Ry

0P, — Ry —

Ry, =V,
R2:Vé:V1®VO

V, is used

Scenario 1 : R, = R4 €

Viet-Sang Nguyen

O Ro

viet.sang.nguyen@univ-st-etienne.fr

skip: XOR
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Instruction skip: XOR

0P, Ry — -— R, =v,
XOR Ry, Ry Rg R, =v, =vi® v

DP2 = R2 = Vé IS used
Scenario 1 : Rz — R1 & Ro

OPp R, — -— R2 =V,
XOR R, R, R,

0P, — Ry —
Scenario 2 : R, = Ry, @D Ry
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Instruction skip: XOR

0P, R, — -— R, = v,
XOR Ry, Ry Rg R, =v, =vi® v

0P2 = R2 = Vé IS used
Scenario 1 : R2 — R1 & Ro

DPO 2 T R2 =V,
XOR R2} R Ry =v,=v, D, (R, is reused as source register)

P, — R; — V, is used

Scenano 2 :Ry =Ry PRy
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Instruction skip: -

Probability of an ineffective fault
Pr[V2 a Vé]

XOR (scenario 1) 0.5"
XOR (scenario 2) 0.5%
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Instruction skip: -

Probability of an ineffective fault
Pr[V2 a Vé]

XOR (scenario 1) 0.5"
XOR (scenario 2) 0.5%

AND (scenario 1) 0.5"

AND (scenario 2) 0.75%
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Instruction skip: -

Probability of an ineffective fault
Pr[V2 a Vé]

XOR (scenario 1) 0.5"
XOR (scenario 2) 0.5%

AND (scenario 1) 0.5"

AND (scenario 2) 0.75%

NOT (scenario 1) 0.5"

NOT (scenario 2) 0
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Implementations of Ascon

On 320-bit state = 5 x 64-bit words
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Implementations of Ascon

On 320-bit state = 5 x 64-bit words

64-bit implementation — |
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Implementations of Ascon

On 320-bit state = 5 x 64-bit words

64-bit implementation — |

32-bit implementation —

Viet-Sang Nguyen viet.sang.nguyen@univ-st-etienne.fr SIFA on Nonce-based Authenticated Encryption 24



Implementations of Ascon

On 320-bit state = 5 x 64-bit words

64-bit implementation — |

32-bit implementation —

WMIMWIWMWIW‘

8-bit implementation —» %MI%H M#ﬁm

MMIWW% TN
[N !%!%!%I %I%l
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8-bit -

Skipped | # Ineffective | Empirical | Theoretical
Instruction Faults Probability | Probability
XOR S1
XOR S2
AND S1
AND S2
NOT S1
NOT S2
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8-bit -

4+ w=2a

Skipped | # Ineffective | Empirical | Theoretical
Instruction Faults Probability | Probability
XOR S1
XOR S2
AND S1
AND S2
NOT S1
NOT S2
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8-bit -

4+ w=2a

Skipped | # Ineffective | Empirical | Theoretical
Instruction Faults Probability | Probability
XOR S1 0.0039
XOR S2 0.0039
AND S1 0.0039
AND S2 0.1001
NOT S1 0.0039

NOT S2 0
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8-bit -

4+ w=2a

4 20,000 executions with random inputs

Skipped | # Ineffective | Empirical | Theoretical
Instruction Faults Probability | Probability
XOR S1 0.0039
XOR S2 0.0039
AND S1 0.0039
AND S2 0.1001
NOT S1 0.0039

NOT S2 0
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8-bit Ascon

4+ w=2a

4 20,000 executions with random inputs

Skipped | # Ineffective | Empirical | Theoretical
Instruction Faults Probability | Probability
XOR S1 81 0.0039
XOR S2 79 0.0039
AND S1 80 0.0039
AND S2 2011 0.1001
NOT S1 74 0.0039

NOT S2 0 0
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8-bit Ascon

4+ w=2a

4 20,000 executions with random inputs

Skipped | # Ineffective | Empirical | Theoretical
Instruction Faults Probability | Probability
XOR S1 81 0.0040 0.0039
XOR S2 79 0.0040 0.0039
AND S1 80 0.0040 0.0039
AND S2 2011 0.1006 0.1001
NOT S1 74 0.0037 0.0039

NOT S2 0 0 0
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8-bit Ascon

4+ w=2a

4 20,000 executions with random inputs

Skipped | # Ineffective | Empirical | Theoretical
Instruction Faults Probability | Probability
XOR S1 81 0.0040 0.0039
XOR S2 79 0.0040 0.0039
AND S1 80 0.0040 0.0039
AND S2 2011 0.1006 0.1001
NOT S1 74 0.0037 0.0039

NOT S2 0 0 0

[ This confirms our analysis J
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Problem 2:
Intermediate value remains uniform



Problem 2:
Intermediate value remains uniform

(with on implementation)



Apply Dobraunig et al.’s attack strategy

nl_r ] -I

& Sbox computation

Yo
/ V1

intermediate value Z‘(]) Vs

\ 1

Linear computation
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Apply Dobraunig et al.’s attack strategy

nl_r ] -I

& Sbox computation

Yo
/ V1

intermediate value z/
Intermediate value z, Y3

\ 1

Linear computation

T
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Apply Dobraunig et al.’s attack strategy

8-bit implementation

| I T

Sbox comgutation|

Yo
/ Y1

intermediate value Z‘(]) Vs

1l
|

Ling¢ar computatign
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Apply Dobraunig et al.’s attack strategy

8-bit implementation
Hl 1

G ————————

An instruction skip fll
0

does not affect all 3 bits\\\m\,

Yo | -
V1 L |
'

| |

intermediate value Z(’) Vs

Ling¢ar computatign

» [0 | |

2 .
Z
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Apply Dobraunig et al.'s attack strategy
8 blt |mp|emtat'
:

An instruction skip ki

ny

does not affect all 3 bits\wi\

Yo |
/ Vi | —
| | ;
intermediate value z; Vs
V4
J <] Jj+19 J+28 .| :
Z =, & Yy &= Y, Ling¢ar conpputatign
. 20 |
— 7/ remains uniform 2 . ; MARRARAARRRNRIA
0 2
: : 43 | .
— SIFA is not applicable & 24
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8-bit implementation -
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8-bit -

0.7~

0.6 -

0.5 -

0.4 -

0.3 -

Probability that the targeted bitis 1

0:2 -

0 500 1000 1500 2000 2500 3000 3500
Number of ineffective faults
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Summary




Main points
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Main points

4 Probability of an inetfective fault depends on

> |nstruction type

» Architecture
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Main points

4 Probability of an inetfective fault depends on

(" )

> Instruction type Other instructions (OR, ROR,...)?
» Architecture - g
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Main points

4 Probability of an inetfective fault depends on

( )

> Instruction type Other instructions (OR, ROR,...)?
> Architecture - g

Input data is not uniform?
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Main points

4 Probability of an inetfective fault depends on

> Instruction type Other instructions (OR, ROR,...)?
> Architecture . )
Input data is not uniform?

4 Intermediate value may not be biased

» demonstrated on 8-bit implementation of Ascon
> tailed to apply SIFA
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Main points

4 Probability of an inetfective fault depends on

> Instruction type Other instructions (OR, ROR,...)?
» Architecture N /
Input data is not uniform?

4 Intermediate value may not be biased

» demonstrated on 8-bit implementation of Ascon
> tailed to apply SIFA

( )

Choose another intermediate value?

. J
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