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✦ Collect a number of ciphertexts

Statistical Ineffective Fault Attack (SIFA)  
by Dobraunig et al., 2018
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‣ Guess 4 key bytes, compute v

‣ If correct key guess,  is biasedv

‣ If wrong key guess,  is uniformv
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✦ Proposed generic strategy to 
apply SIFA on Nonce-based AE

Dobraunig et al., SAC 2018

6

✦ Demonstrated on 2 ciphers: 
Kayak and Ketje

✦ Conjectured that this attack strategy 
is applicable to Ascon (new standard)

Hum, let’s try ! 😈
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‣ : 12 permutation rounds ( ) 

‣ :   8 permutation rounds (   )

pa a = 12
pb b = 8
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Control the nonce N

 

Guess the key K
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On 320-bit state = 5 x 64-bit words

Input of the first round:

• 128-bit key          : K = (k0, k1)

• 128-bit nonce      : N = (n0, n1)

• 64-bit init. vector :  IV

IV

k1

k0

n0
n1

(1) Constant addition

(2) Substitution (vertical)

(3) Linear diffusion (horizontal)

3 operations in a round
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 is used v′￼2

R2 = v2

 is used v′￼2

R2 = v′￼2 = v2 ⊕ v0 (  is reused as source register)R2
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Apply to 8-bit implementation of Ascon
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✦ w = 8

✦ 20,000 executions with random inputs

This confirms our analysis ✅



Problem 2: 
Intermediate value remains uniform



Problem 2: 
Intermediate value remains uniform

(with instruction-skip on 8-bit implementation)
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does not affect all 3 bits

  

→  remains uniformzj
0

→ SIFA is not applicable 👿
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✦ Probability of an ineffective fault depends on 
‣ Instruction type 

‣ Architecture

Main points

30

✦ Intermediate value may not be biased 
‣ demonstrated on 8-bit implementation of Ascon 

‣ failed to apply SIFA

Other instructions (OR, ROR,…)? 🤔

Input data is not uniform? 🤔

Choose another intermediate value? 🤔
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